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Solutions for Intelligence Analysis (SIA)

Indefinite Delivery Indefinite Quantity (IDIQ) -
Statement of Objectives (SOO)

PREAMBLE: The Agency Mission and SIA Contract

The Defense Intelligence Community's mission is to provide timely, objective, and cogent military intelligence to warfighters,
defense pariners, and defense and nationa! security policymakers. Contractors have been instrumental in enabling the
Defense Intelligence Community to provide analytical support across the spectrum from warfighters in Iraq and Afghanistan to
senior policy makers in the Defense Communlty While the Defense Community does not outsource intelligence analysis, it
hires contractor personnel to contribute their unique expsrtise to the government workforce which malntains authority,
direction and control over the process.

The intent of the Solutions for Intelligence Analysis (SIA) contract vehicle is to streamline the acquisition of contractor
augmentation for the Defense Intelligence Enterprise. The enterprise consists of DIA, the Service Intelligence Centers (Army,
Navy, Air Force, and Marines), and the Combatant Commands. The SIA vehicle will be awarded as an Indefinite Delivery —
Indefinite Quantity (IDIQ) contract and, in accordance with FAR provision 52.216-27, will be composed of multiple contractor
teams. These teams or primes will be competitively selected according to criteria described in section M. Successful SIA
primes will have the capability to augment the full range of enterprise-wide intelligence issues as outfined in the statement of
objectlves Competition for SIA primes Is being handled as an unclassified acquisition because the requirements are general

- in nature and are unclassified. Moreover, the $1B estimated amount (over five years) assoclated with SIA is merely a ceiling
(an amount not to exceed) and is not lndicatwe of amounts or types of funding that will actually be placed against this contract
vehicle. Detailed requirements will be specified in task orders that will be competed among the successful primes. Task
orders may be classified depending on the nature and circumstances of the particular requirement.

In practice, the SIA IDIQ contract vehicle will enable the government to both consolidate existing contracts and address new
requirements via a single contract vehicle that can be more efficiently and effectively managed. SIA provides greater flexibility
to re-align government resources by pemmitting consolidations when practical, improve oversight via a single effectively
managed vehicle and responsive to customers with a streamlined process to competitively obtain and manage contract
intelligence analyst services.

1. OBJECTIVES

The purpose of Solutions for Intelligence Analysis (SIA) is to provide the Defense Intelligence Community with a responsive,
efficient, and reliable means to satisfy requirements for intelligence analysis support and related services. SIA will provide
critical and timely support to assist in meeting mission requirements in a dynamic environment, SIA will enable the
Government to consolidate existing services and meet new challengss through a competitive process that will improve
oversight and resource utilization,

2. SCOPE

2.1. Organizational Scope

As a contract vehicle for the procurement of contract Intelligence analysis and related services, SIA will be available to the
Defense Intelligence Community requirements. The Defense Intelligence Community consists of the DIA, Service Centers
(Army, Navy, Marine Corps, and Air Force), and the Combatant Commands.

Over the five-year lifespan, the total value of the SIA contract vehicle may reach a ceiling of one-billion dollars. Individual
requirements will be funded and accomplished on a task order basis according to the terms and conditions of the overall
contract and details contained in the task order. Prime contractors shall be required to perform the various services as
covered in the individual task orders. The government intends to establish performance incentives where appropriate.

2.2. Geographic Scope

The geographic scope of this effort is any DIA, Service Center, COCOM or deployed location where the delivery of contractor
provided intelligence analysis and related services is deemed appropriate and necessary by the customer. As combat
support organizations, a key part of the DIA, Service Centers, and COCOMs mission involves direct support to operational or
deployed forces. The capability to rapidly respond to requirements for provision of on-site intelligence analysts or related
services world-wide forms a key part of this effort.

3. OPERATIONAL & MISSION FOCUS

The mission focus for this requirement includes, but is not limited to, the defense and transnational subjects, areas of interest,
and intelligence topics. These are listed below. Contractors shall provide the expertise to augment the Defense Intelligence
Community in meeting all these operational and mission requirements, as appropriate. As the mission and requirements
evolve, thers will be changes to these areas. These changes will be addressed in specific task orders as they arise.

3.1 Computer Network Operations
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3.2 Defense Industry

3.3 Defense Policies .

3.4 Emerging & Disruptive Technologies
3.5 Exercise & Training Activity

3.6 Foreign Cultures

3.7 Foreign Denial & Deception

3.8 Foreign Intelligence Activities

3.9 Foreign Space & Counterspace

3.10 Goals

3.11 lllicit Drugs

3.12 Infectious Disease & Health

3.13 Leadership - Military

3.14 Leadership - National

3.15 Military Systems RDT&E

3.16 Operational Readiness & Disposition
3.17 Order of Battie .
3.18 POWMIA !
3.19 Regional Dynamics i
3.20 Service Capabilities

3.21 Stability Concerns

3.22 Strategy & Doctrine

3.23 Supporting Infrastructure

3.24 Terrorism

3.25 Weapons Systems Characteristics & Performance
3.26 WMD - Biological

3.27 WMD - Chemical

3.28 WMD - Missiles

3.29 WMD - Nuclear

4. PERSONNEL REQUIREMENTS i

As stated in the scops, the intent of the SIA contract vehicle is to satisfy the contract analytic requirements for the Defense
Intelligence Community. Each prime shall be required to have a designated Program Manager. Program Managers will be
required to submit periodic reports and metrics as identified by the task order. As task orders are defined to meet specific
requirements, additional labor categories may be required. For evaluation purposes the contractor shall address the following
labor categories. Proposals will have to be priced by labor category in respect to level of expertise.

1

4.1, LLabor Categories

41.1 Intelligence Analysts :
4.1.2. Operations/Research Analysts i
4,1.3. Security Analysts '
4.1.4. Science & Technology Analysts i
4.1.5. Project Managers

4.2. Levels of Expertise

4.2.1. Junior

4.2.1.1. Bachelor or masters degree or

4.2.1.2. Specialized training & 2-3 years intelligence analysis experience or

4.2.1.3. 3-4 years of military intelligence experience or -

4.2.1.4. Equivalent intelligence/academic experience

4.2.2. Mid-level ,

4.2.2.1. Bachelor or masters degree with 4-6 years of intelligence analysis experience
4.2.2.2, Specialized training & 4-8 years intelligence ana’ysis experience or

4.2.2.3. Equivalent intelligence/academic experience

4.2.3. Senior .

4.2.3.1. Bachelor, masters, or specialized degree and 8+ years of intelligence analysis experience or
4.2.3.2. Specialized training & 10+ years of intelligence analysis experience or
4.2.3.3. Equivalent intelligence/academic experience |

4.2.3.4. Credentialed subject matter expert or RecogniZﬂd specialist In relevant field
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4.3. For specific task orders, the Government may consider a non-traditional approach to meeting the required levels of
expertise. ‘

5. SECURITY

At a minimum, all offeror teams shall be required to have Top Secret Facility Clearances when submitting proposals. Security
requirements will be gauged and established for each task order according to the nature of the work to be accomplished on a
strict need-to-know basis. While the RFP and basic contracts are unclassified, successful offerors shall have a TS Fagility
Clearance, because task orders following basic award may be classified and classified storage would then be required.
These requirements could include unrestricted access to the Defense Intelligence Analysis Center or other DIA approved
Secure Compartmented Information Facility (SCIF), JWICs connectivity, and NSTS telephones, and personnel cleared at the
TS/SCl level. Contractor personnel are subject to the same stringent security requirements as government personnel.

6. FUNCTIONAL REQUIREMENTS
6.1. Incidentals

The acquisition of goods/services related to intelligence analysis may be incidental to a basic service requirement. If the
Government determines that any related goods/services are needed to meet or support an intelligence analysis requirement,
the related goods/service requirement must be reviewed to ensure proper funding authorization, approved by the contracting
officer, specified in the task order, and delivered to the Government as an integral component of the activity specified in the
task order. Individual task orders may require the contractor to have specific infrastructure capabilities, such as SCIF space
or JWICS communications capability, essential for the performance of the task. Individual task orders may require the
contractor to station personnel at locations throughout the United States and/or overseas on a permanent basis or may
invoive travel for extended periods of time. There will likely be instances where a task order will require overtime, shift,
weekend, and holiday work as may be needed and directed by the Government.

6.2  Document Interchange

Unless specified otherwise by specific orders, all documentation shall be provided in printed copy. In addition to the printed
copy, task orders under this contract may be require that copies be provided electronically.

GLOSSARY

Labor Categoﬁés:

Program Manager — Shall be the overall point of contact for the prime contractor. This individual shall not be an allowed direct
cost to the contract. This individual shall have cognizance over all matters under this contract.

Project Manager - Manages, plans, directs, and coordinates a wide variety of projects ranging from analytic services to
communication systems. Guides the project from concept development through to final deployment; ensures that the project is
completed done on time and within budget. Coordinates and integrates the work of the entire staff to include intelligence
analysts, cost and program analysts, tachnical specialists; assumes overall responsibility for the success of the project.

Intel Analyst - Coordinates and participates in the analysis, processing, and distribution of strategic and tactical intelligence;
solves difficult technical problems. Specific duties include: preparing all-source intelligence products; assists in establishing
and maintaining systematic, cross-referenced intelligence records and files; receives and processes reports and messages;’
assists in determining the significance and reliability of incoming intormation; assists in the analysis and evaluation of
intelligence holdings to determine changes in an adversaries capabilities, vulnerabilities and probable courses of action

Operations Research Analyst - Applies advanced analytical techniques to help make better decisions, salve complex technical
problems, and fo help managers improve performance. Techniques employed may include Monte Carlo simulation, linear and
noniinear programming, dynamic programming, queuing and other stochastic-process models, Markov decision processes,
econometric mathods, data envelopment analysis, neural networks, expert systems, decision analysis.

Security Analyst — Develops, defines, and implement security architectures, plans, policies, and procedures to improve
organization and project security. Duties include evaluating and assessing compllance with established information assurance
security policles and regulations. Evaluate the security posture of computer/network information systems, make
recommendations for certification and approval. Engage staksholders to insure that security is consider and implemented on
all projects throughout the life cycle of a project from the beginning to the end.

Scientific & Technical Analysts - Conduct analyses and assessment of technological, engineering, and scientific research,
new and emerging technologies. Apply the principles of science and mathematics to develop economical solutions to
technical problems; assess the technical maturity and commercial feasibility of new/emerging technologies and scientific
advances. These span numerous areas such as space operations, environmental health and safety, manufacturing and
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engineering, nanotechnology, biotechnology, weapons of mass destruction, global financial transactions; direct the operations
of communications centers and the development of complex computer systems; identify and analyze sources of technical and
environmental problems; identify and implernent solutions; use computers to produce and analyze designs; to simulate and
test how machines, structures, and systems operate.

Mission Focus Topics

Computer Network Operations

Foreign activities, entities, concepts, policies, plans and programs, intentions, doctrine, strategy, research and development,
organizations, tactics, techniques, and operations to deny, degrade, disrupt, destroy, or exploit computer networks, systems,
or data resident on computer networks or efforts to undermine the confidentiality, integrity, or availability of computer
networks, systems, or data resident on computer networks. Includes threats to destroy or degrade computer networks,
threats to exploit computer networks. Vulnerabilities of foreign computer networks to destruction, degradation, and
exploitation. Foreign policies, plans and programs to protect against cyber attack. Capability to monitor, detect and respond to
attempts to penetrate computer networks.

Defense Industry

Basic and military industrial capabilities supporting a country’s current and future ability to develop, equip, sustain, and employ
its military forces. Includes civil-military allocation priorities and policies, economic and industrial trade policies, role of foreign
economic-industrial assistance and linkages, and strategic resource and production requirements. The associated
infrastructure and industrial output - including quantity of weapons produced. Industrial organization, raw materials,
production processes, surge capabilities, reliance on foreign technologies, contribution of indigenous defense industry 1o arms
trade, and factors that provide immediate support to major military operations.

Defense Policies

Nation's defense plans, programs and policies that govem miilitary force employment deployment and readiness rules of
engagement, including joint and multilateral operations with allies and the entering in 1o treaties/agreements to bolster
security. Nation’s defense-related strategic goals and objectives for enhancing force end-strength and the constraints and
aspirations of the defense establishment. Role of defense forces in national security affairs and their influence on national
policies, including decision-making process and internal political/military developments as they impact government stability.

Emerging & Disruptive Technologies

Discovery, development or exploitation of advanced technologies by foreign states or non-state actors. Developments and
trends in foreign scientific and technical capabilities that impact future applications in military defense and national security to
prevent technology surprise to the US and Allied Forces. Foreign technology base. Science and technology plans, policies,
programs, and facilities. Globalize trends in research in civilian advanced technologies. Technological advances in
environmental engineering. Development and application of life science technology. Special focus on integration of
information technology, biotechnology, materials science, and nanotechnology. Events leading to emerging and advanced
technologies, disruptive technologies, technology transfer, and technology integration into military systems.

Exercise & Training Activity
The conduct and results of military maneuvers or simulated wartime operations undertaken to maintain the capabilities of a
force.

Foreign Cultures
Shared customs, norms, mindsets and values that define non-state identities and demographic factors which directly impact a
population’s ability to maintain order, facilitate commerce and inspire, support, or conduct violence.

Foreign Denial & Deception

Denial and Deception (D&D) is undertaken by foreign adversaries—state and non-state actors alike—to influence or deceive the
U.S. policymaking and intelligence communities by raducing collection effectiveness, manipulating information, or otherwise
attempting to manage perceptions of intelligence producers and consumers, D&D practitioners seek to control what
intelligence collectors observe and acquire in order to manipulate their perceptions and the content of their products, in an
effort to shape the decisions and actions of policymakers and those who can influence them.

Denial refers spacifically to activities and programs designed to eliminate, impair, degrade, -or neutralize the effectiveness of
collection within and across HUMINT, SIGINT, IMINT, and MASINT.

Deception refers to manipulation of intelligence collection, analysis, or public opinion by introducing false, misleading or, even
true but tailored, information into intelligence channels with the intent of mfluencmg Jjudgments made by intelligence producers
and the consumers of their products.

Foreign Intelligence Activities
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Encompasses adversary efforts to degrade, manipulate or covertly influence U.S. intelligence, political processes, policy or
public opinion. Adversaries are defined as foreign intelligence and security services (FISS), foreign intelligence collectors
(FiCs), and terrorist groups. information collection. To counter foreign inteltigence activities Counter Intelligence (Cl) works
closely with intelligence, security, infrastructure protection and law enforcement to ensure an integrated approach to the
protection of U.S. forces, our intelligence and national assets, U.S. research, development and technology and the U.S.
economy. Cl conducts analysis, investigations and operations to identify and neutralize espionage and foreign intelligence
activities, the intelligence-related activities of terrorists

Cl is composed of both offensive and defensive elements. Offensive Cl includes the penetration and deception of adversary
groups. Defensive Cl involves protecting vital U.S. national security related information from being obtained or manipulated by
an adversary's intelligence organizations, activities and operations. This two-pronged approach forms a comprehensive Cl
strategy that is informed by collection results and feeds more effective Cl operations. Counterintelligence is a universal
constant that should be factored in whenever U.S. intelligence or national security capabilities are deployed or when we are
targeted by our adversaries. Every U.S. intelligence capability and requirement needs to be protected and every intelligence
threat deployed against us should be countered by effective offensive and defensive CI.

Foreign Space & Counterspace

Intent, doctrine, and strategy to employ space and counterspace systems. Research, development, testing, and evaluation of
such systems. Acquisition, integration, and installation of space and counterspace systems. Capabilities and characteristics of
developmental, operational, and projected systems. Ability to use space systems to apply power and achieve civil, economic,
and military gains to support foreign strategy. Threats to U.S. space systems including on-orbit spacecraft, ground support
segment, and users. Proiiferation of space and counterspace systems and services to nations and non state actors.

Goals

Current security goals, objectives and strategies, how they are evolving, and their success/failure at achieving them. Regional
and trans-regional trends and how they shape security policies. Key factors of security and defense policy behavior, focusing
on the causes for change. Policies and actions governing participation in foreign/defense security alliances or multinational
deployments. Significant impacts on US security interests/objectives and how the United States might influence security and
military policies and alignments.

lllicit Drugs

Significant foreign drug trafficking organizations and their vulnerabilities, illicit drug transshipment methods and routes, and
illicit drug production and processing facilities. Foreign government and military counter-drug policies and actions as well as
attitudes toward US-backed counter-drug proposals and activities. lllicit drug related corruption of high level govemmental and
military officials as well as those organizations and officials that can be relied on to resist drug trafficker influences. Includes
international drug trafficking linkages with international terrorism and organized crime )

Infectious Disease & Health '

Health risks to deploying US forces from environmental contamination, including chemical and radiological hazards. For
deployment/staging or other critical locations, healith risks associated with chemical storage sites at industrial facilities located
at deployment, staging or other critical locations. Hazardous areas surrounding these locations. Infectious disease risks to
deploying forces, including alerts on infectious disease outbreaks and forecasts on conditions compatibie with disease spread.
For deployment and staging locations, geographic risk distribution and diseases that may have significant operational impact.
Natural distribution for infectious diseases of known bio-warfare potential. National and international public health capability,
capacity, will, and investment to resolve infectious disease threats. Social, political, and economic impact of infectious
diseases such as the HIV/AIDS epidemic on foreign nations. Health issues that impact readiness of foreign militaries.

Leadership — Military

Uniformed and civilian leaders of foreign military organizations, to include decision makers and policy-shapers (Defense
Chiefs/Ministers, Deputies); goals/motivations and their ability/capability to successfully pursue them. Motives, influence, and
relations between senior leaders. Personal history, civilian education, military training, doctrinal innovations, personality type,
unique traits and personal vulnerabilities, values, beliefs, negotiating and leadership style.

Leadership — National .

National decision-makers and policy-shapers, and influential persons whose actions and decisions have national significance;
goals/motivations and their ability/capability to successfully pursue them. Personal history, civilian education, military training,
doctrinal Innovations, personality type, unique traits and personal vulnerabilities, values, beliefs, negotiating and leadership

style.

Military Systems RDT&E
Foreign research and development capabilities, programs, and infrastructure associated with foreign military systems
(weapons, platforms, sensors, countermeasures).
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Operational Readiness & Disposition

The distribution of the elements of a command within an area, including the location of each unit's headquarters and the
deployment of forces subordinate to it. The capability of a unit, formation, ship, weapon system, or equipment to perform the
mission or functions for which it was organized or designed.

Order of Battle

Ground, air, air defense, naval, naval aviation, theater and strategic missile forces and related facilities. For these forces
include military unit organization, command leadership, personnel, major equipment, mobilization procedures, and locations of
garrisons and related support facilities. The major functional aspects of military force organization analysis includes: garrison
facility locations, support facilities, training, storage, ammunition, logistics, and combat service support units, command
Ieadership, general staff and military departments, military region, military districts, theater of operations, organizational
echelons, major combat and combat support equipment, unit force generation and history, and mobilization process.

POW/MIA

. Plans, intentions, procedures and operations of state and non-state actors to capture, or otherwise hold and exploit, U.S. and
Allied personnel or their remains. Identify capabilities, employed to interface with U.S. efforts to locate, determine the welfare
of, rescue, and/or recover captives or remains of designated persons. Identify personnel with information about captured
and/or missing personnel; the circumstances, locations, and conditions of captured, missing, or deceased parsonnel and/or
their remains; environmental circumstances, including security, geographic and cultural factors that affect the ability of an
isolated person/POW/captive to survive, evade capture, resist exploitation, or escape. Identify indigenous conventional and
unconventional capabilities to serve as recovery mechanisms.

Regional Dynamics

Factors, conditions, or other influences that contribute to or undermine regional stability; leading to, perpetuating, resolving or
preventing hostilities among nations, indigenous groups, tribes, sub-state governments, and other entities. Factors could
include regional agreements, sanctions, embargoes, religious or ideological extremism, insurgencies, sanctuaries, civil war
and conflict.

Service Capabilities

Foreign service-specific (operational C4ISR, ground, naval, air, air defense, special operations, coastal/antiHanding, joint,
combined, reserve, space, strategic missile, WMD-related, and gendarmerie/special police forces) leadership, strategy,
doctrine, tactics, techniques, procedures, training curricula, and readiness systems and philosophy.

Stability Concerns

Factors, conditions, or other influences that contribute to or undermine national stability and security, leading to or
perpetuating hostilities within a nation-state. May include tensions among sub-national groups, indigenous peoples or tribal
tensions. Factors may also include regional agreements, sanctions, embargoes, religious or ideological extremism,
insurgencies, sanctuaries, civil war and conflict.

Strategy & Doctrine

Military strategy and doctrine at the national, operational, and tactical levels to the military command structure, to include:
conducting strategic and operational-level military deception; countering foreign technical and human reconnaissance; and
protecting the security of critical military technology and weapons programs; writing military publications in alignment with
strategy and doctrine; training and educating the military at educational institutions and through exercises.

Supporting Infrastructure

The framework of interdependent networks and systems comprising identifiable institutions, organizations (including personnel
and procedures), industries, and distribution capabilities that provides a flow of services and products essential to national
security, defense, the economy, and socisty as a whole. It also includes network and system behaviors or interactions within
the limits and possibilities produced by the physical, cultural, and human environments or- geography.

Terrorism

Plans and intentions of global, national or regional terrorist groups and individuals. Capabilities of terrorists and their efforts to
obtain weapons, other threat systems, dangerous materials and technologies, and expertise. Command, control,
communications, intelligence, surveillance and reconnaissance, logistics, and other supporting infrastructures. Identity of
established and emerging terrorist organizations and individuals. Evidence of state or non-state actor sponsorship of, or
affiliation with terrorists, including financial support. Financial transactions in support of terrorism and efforts by terrorist
groups to monitor, exploit, or manipulate electronic financlal transactions. Indications-of reconnaissance or survelillance,
gathering information on potential U.S. targets. Ability and will of states and non-state actors to support U.S.
counter-terrorism strategies and goals.
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Weapons Systems Characteristics & Performance

Technical characteristics and capabilities of foreign advanced and conventional military (weapons, platforms, 8ensors,
countermeasures) systems both operational and developmental systems. Scientific and technical analysis and assessments
of foreign military systems capabilities, strengths and vuinerabilities. Weapons testing and evaluation. Command and control
systems required to employ a given system effectively in conjunction with other forces.

WMD - Biojogical

Capabilities and characteristics of foreign military offensive and defensive biological warfare systems, both operational and in
development. Biological warfare research and development capabilities, programs, and infrastructure. Biological testing and
evaluation. Analysis and assessments of foreign biological warfare systems capabilities, strengths and vulnerabilities.
Acquisition and exploitation of foreign biological warfare systems or components. Development by terrorists or other
non-state entities of biological warfare and toxin devices including improvised dissemination means.

Foreign biological warfare and dual-use technology transfers. Arms suppliers, methods of finance and exchange, and transfer
networks. Indications and waming of biological warfare proliferation activities to Include theft and smuggling. Biological
warfare and materials security and elimination. Ability and will of states and non-state actors to support U.S.
counter-proliferation goals, strategies, and programs. Efforts by terrorists or non-state entities to acquire, sell, traffic in, or use
biological warfare and toxin devices, materials or components. Forensic aftribution of devices or materials seized or used.

WMD - Chemical

Capabilities and characteristics of foreign military offensive and defensive chemical warfare systems, both operational and in
development. Chemical warfare research and development capabilities, programs, and infrastructure. Chemical testing and
evaluation. Analysis and assessments of foreign chemical warfare systems capabilities, strengths and vuinerabilities.
Acquisition and exploitation of foreign chemical warfare systems or components. Development by terrorists or other non-state
entities of chemical warfare devices, including improvised chemical devices.

Foreign chemical warfare and dual-use technology transfers. Arms suppliers, methods of finance and exchange, and transfer
networks. [ndications and waming of chemical warfare proliferation activities to include theft and smuggling. Chemical
warfare and materials security and elimination. Ability and will of states and non-state actors to support U.S.
counter-proliferation goals, strategies, and programs. Efforts by terrorists or non-state entities to acquire, sell, traffic in, or use
chemical warfare devices, materials or components. Forensic attribution of devices or materials seized or used.

WMD ~ Missiles

Capabilities and characteristics of foreign missile systems (and subsystems), both operational, in development and estimated
or projected. Missile research and development capabilities, programs and infrastructure. Missile testing and evaluation.
Analysis and assessments of foreign missile systems capabilities, strengths, and vuinerabilities. Foreign exploitation of
missile systems or components. Includes systems designed to support such missiles, e.g. transporters, launchers, re supply
vehicles.

Foreign missile system and dual-use technology transfers. Arms suppliers, methods of finance and exchangs, and transfer
networks. Indications and warning of missile proliferation activities. Missile system weapons and materials security and
elimination. Ability and will of states and non-state actors to support U.S. counter-proliferation goals and strategies.

Categories of missiles covered by this Topic are: ballistic missiles (short-, medium intermediate range, intercontinental, ship-
or submarine-aunched), land-attack cruise missiles, or UAVs with WMD capability.

WMD ~ Nuclear :

Capabilities and characteristics of foreign military offensive and defensive nuclear weapons systems, both operational and in
development. Nuclear weapons research and development capabiilities, programs, and infrastructure. Nuclear weapons
testing and evaluation. Analysis and assessments of foreign nuclear weapon systems capabilities, strengths and
vulnerabilities. Acquisition and exploitation of foreign nuclear weapon systems or components. Development by terrorists or
other non-state entities of improvised nuclear devices or radiological dispersal devices.

Foreign nuclear weapons and dual-use technalogy transfers. Arms suppliers, methods of finance and exchange, and transfer
networks. Indications and waming of nuclear proliferation activities, to include theft and smuggling. Nuclear weapons and
materials security and elimination. Ability and will of states and non-state actors to support or circumvent U.S.
counter-proliferation goals, strategies, and programs. Efforts by terrorists or other non-state entities to acquire, sell, traffic in,
or use nuclear or radiological devices, materials or components. Forensic attribution of devices or materials seized or used.
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SECTIOND
PACKAGING AND MARKING

Do 1 52.999-4000 PACKAGING, MARKING, SHIPPING, and LABELING FOR NON-ELECTRONIC DEVICES

For all shipments of packaged materiel to the Government, which includes
either Depot or Direct Vendor Delivery (DVD) shipments, both DoD linear and
two-dimensional (2D) bar code markings are required on Military shipping
labels in accordance with MIL-STD-129(P), dated 15 December 2002 or

Commercially acceptable equivalent.

Subject 2(D) bar coding shall be in accordance with ISO/IEC 15434 (ANSI
MH10.8.3) and DoD 4500.5-R. Linear (Code 3 of 9 or Code 39) bar coding

shall be in accordance with IS0/ IEC 16388.

The Bar-Code and Shipping Label shall contain the following information on
the shipping label:

- Name, phone number and location (building and room number) of the

ultimate customer

~ Caller or Company Representative

-~ Phone number

~ Shipment information (type materiel, including hazardous information)

- Coatract number (used by warehouse receiving, verifying what was ordered
was actually received)

- National Stock Number (NSN)

- Piece number and total pieces (Box 1 of 2)

- Gross weight and cubic Qimensions

- Transportation Control Number (TCN)

Packing List / Invoice / Shipping Documents

- A packing list, invoice or shipping document shall accompany or be
included in all shipments, which is required for both interior and exterior
packaging.

- The packing documentation shall include the following:

- Complete *mark for or ship to* information including requisition
or order number

~ Contract number

- Contract Line Item Number (CLIN)
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- National Stock Number ' (NSN), if applicable

- Part number or item number, if NSN is not available

- Identify any hazardous materiel (include Materiel Safety Data
Sheet )

- Quantity

- UOnit of Issue
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E.

(Reference 52.246-4)

SECTION E
INSPECTION AND ACCEPTANCE

1 52.246-4 INSPECTION OF SERVICES--FIXED-PRICE (AUG 1996)
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